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Article Info  The need for information and internet access is currently very high. To fulfill 
that, one way is to use computer networks as the medium. In a network that 
already uses a Virtual Local Area Network (VLAN), it still requires the 
application of Network Packet Filtering with the Access Control List (ACL) 
method to regulate the access rights of each device on the network. Access 
Control List (ACL) can filter data traffic of a network by filtering whether the 
packets are fit to pass or be stopped. The network is built using several different 
network devices, one of which is a router. A router is a device that can process 
data packets that differ between networks (between networks) through a 
process called routing. Lots of companies produce routers, Mikrotik is one 
company that produces routers. Mikrotik is easy to operate because it can be 
helped using additional software, namely Winbox in the GUI display, besides 
that there is a hotspot server inside which consists of several network 
management facilities that we can set according to network needs.  
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  Today's computer network is a service that is needed today. Computer networks have more 
expected benefits than computers that do not have access to the network. Computer networks allow users 
to simultaneously connect with data, software, and equipment so that they can communicate more 
efficiently. At this time the internet network is very high in use among the community. Starting from 
schools, offices, companies and ordinary people already use computer networks. The goal is that users can 
communicate with each other with other users. The existence of this internet network triggers irresponsible 
people to do things that can harm the data security system in a network. For example, stealing information 
from a network. This makes us have to be more careful in determining the data security system in a 
computer network. 
  The network security system is a very important factor to tighten security for a network 
administrator, for example, weaknesses in wireless networks can generally be divided into 2 types, namely 
weaknesses in configuration settings and weaknesses in the type of security encryption used. Nowadays, 
internet network service providers provide very easy facilities for novice users or novice network admins, 
so many wireless devices are found that still use the default configuration or have no security. Network 
Packet Filtering with Access Control List (ACL) is one of the many alternatives to secure computer 
networks. Network Packet Filtering with ACL is a grouping of filtered data packets according to 
predetermined categories. This ACL is very useful for managing network traffic. Network Packet Filtering 
with ACL is a rule or condition that regulates the process at the router whether packets can pass or users 
are allowed to enter the network, an easy-to-understand general description is filtering data packets and 
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users who are not allowed to increase network security. To optimize the process of implementing Network 
Packet Filtering with ACL at the Bah Butong Unit AFD IV office, the author uses an additional device that 
functions as a router, namely Mikrotik. Mikrotik is well known for its stability and flexibility in data packet 
control and routing process settings. Mikrotik that is set as a router is very useful because it can run 
applications from the easiest to the most advanced. Examples of applications that can be applied if Mikrotik 
is used as a router are bandwidth management, firewalls, Wi-Fi access points, backhaul links, VPN servers, 
and so on. 
  From the above background, the author wants to realize the implementation of computer network 
security with the Access Control List method, to secure the network system contained in an AFD IV Bah 
Butong Unit office that does not have a security system at all. 
 
2. Method  
1) Analysis: This is the initial stage to implement Network Packet Filtering with this ACL, such as Data 
Analysis and Method Analysis 
2) Design: This is the design stage to develop an existing initial design so that it can run according to 
the research objectives 
3) Simulation Prototyping: At this stage we will be assisted by Cisco Packet Tracer software to test our 
design model before it is implemented 
4) Implementation: Implementing the design results that have been simulated using all the equipment 
that has been prepared 
5) Monitoring: This stage is intended to ensure that all system designs that have been implemented run 
well without problems 
6) Management: At this stage the researcher is no longer involved because the design has been 
implemented properly according to the initial purpose, therefore this stage will be submitted by the 
network admin. 
 
 3. Results and Discussion 
3.1 System Requirements Specification 
  The system specifications used in the implementation of the Mikrotik router-based network at the 
Bah Butong Unit AFD IV Office use hardware and software as mentioned in the points below. Below are 
the hardware specifications that will be used in the implementation of a Mikrotik router-based network at 
the AFD IV Bah Butong Unit office. 
  The router that will be used in the AFD IV office of Bah Butong Unit is the output of Mikrotik with 
the Mikrotik type RB951UI-2ND, the complete specifications of the router can be seen in the table below. 
 
Table 1. Mikrotik Router Specifications RB951UI-2ND 
Product Code RB951Ui-2Nd 
Architecture MIPS-BE 
CPU QCA9531-BL3A-R 650MHz 
Main Storage/NAND 16MB 
RAM 64MB 
LAN Ports 5 
Gigabit No 
Switch Chip 1 
Integrated Wireless 1 
Wireless Standarts 802.11 b/g/n 
Wireless Tx Power 22dbm 
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Integrated Antenna Yes 
Antenna Gain 2 x 1,5dBi 
USB 1 
Power on USB Yes 
Power Jack 8-30V 
POE Input Yes 
POE Output Yes, Port 5 
Dimentions 113x89x28mm. 
Operating System RouterOS 
Temperature Range -20C .. +50C 
RouterOS License Level4 
 
  In carrying out the implementation and evaluation of the Mikrotik router-based network at the AFD 
IV office, the Bah Butong unit used Winbox software. The Winbox application used to configure the router 
is Winbox version 5.13, with Winbox software easier for administrator configuration than using the 
Command Line Interface (CLI) because it takes a long time because each command is carried out in stages. 
 
3.2 Configure Access Control List 
  If all the design requirements have been met, then the next step is to install Winbox to be able to 
configure the Mikrotik routerboard, Winbox can be downloaded via the Mikrotik website directly from the 
web browser. 
  In the Winbox application, before we can configure the ACL, we must first configure the IP 
address, hotspot, and DNS. After finishing configuring the WLAN and ports needed, the next thing to do 
is to set up the wireless LAN so that the ACL can be done. The method used is to configure the WLAN 
port → uncheck the Default Authenticate as shown in figure 1. 
 
Picture 1. Configure WLAN port for ACL 
3.3 Website Blocking Configuration 
  After configuring the ACL to block unregistered users from being accessed, the next step is the 
configuration to block websites that can be visited by registered users. 
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After all the configuration is complete, the next step is to enter the address of the website you want 
to block into the Firewall menu → select the address list menu then enter the URL of the website to be 
blocked as shown in Figure 2. 
 
Picture 2. URL Block Configuration 
 
3.4 Configure FTP and SSH Block 
  After the website block configuration is complete, then FTP and SSH block. Just like the website 
block configuration, what needs to be distinguished is that the firewall menu adds port 21 for FTP and port 
22 for SSH then on the action menu select drop to block access to FTP and SSH networks. The configuration 
can be seen in Figures 3 and 4. 
 
Picture 3. FTP Block Configuration 
 
 
Picture 4. SSH Block Configuration 
 
3.5 Access Control List Test 
  This testing phase is intended to ensure whether the configured ACLs are successfully implemented 
according to the objectives. The first thing to do is test the user client, where the client tries to connect to 
Wi-Fi as shown in Figure 5. 
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Picture 5. Client cannot connect 
So that the client can connect to the PTPN 4 Wi-Fi network, the admin must register the Mac 
Address Wireless Lan Adapter client to the ACL as shown in Figure 6. 
 
Picture 6. Add Mac Address Client 
 
After the client's Mac Address is registered to the ACL, it is certain that the client can connect to 
the PTPN 4 network but cannot access the internet, therefore the client must log in to the user to get internet 
access through the Mikrotik web login menu as shown in Figure 7. 
 
Picture 7. Login Mikrotik 
 
If the username and password entered are correct and verified in the ACL. Then the user can access 
the internet and the next step is a ping test on www.google.com as shown in Figure 8. 
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A. Website Testing, FTP, and SSH Block 
This stage is the same as the previous stage, which is to determine whether the website, FTP and 
SSH that are configured so that they cannot be accessed are successful. The website that is blocked is 
www.youtube.com then when the user accesses the website it will not work as shown in Figure 9. 
 
Picture 9. Test access to blocked www.youtube.com 
 
Next is the FTP block so that it cannot be accessed by clients except admins, by trying to access 
the ftp://192.168.1.1 link on a web browser as shown in Figure 10. 
 
Picture 10. Blocked FTP access test 
 
The last is the SSH block in this test the user does it using the PuTTY application and accesses the 
IP 192.168.1.1 via PuTTY and the results are as in Figure 11. 
 
Picture 11. Test SSH access via PuTTY blocked 
 
4. Conclusions 
After carrying out research and testing on Network Packet Filtering with the ACL method using the 
help of the Mikrotik RB951UI-2ND router on the AFD IV Bah Butong Unit office network, the following 
conclusions were drawn: 
a. With the ACL user management feature with Mikrotik RB951UI-2ND on a Wi-Fi connection at the 
Bah Butong unit AFD IV office, only users with registered MAC addresses can access the network 
at the office and no other users can connect before the MAC address is registered. 
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b. The cost of building a network using a Mikrotik routerboard is much cheaper than using a PC as a 
proxy router. 
c. From the admin side, the ACL system on Mikrotik is easier to use starting from maintenance and 
monitoring, because all rights are only controlled by the admin so that traffic on the network is more 
organized. 
d. Blocking some features in the network using Mikrotik can reduce the bandwidth load of the network 
so that network traffic runs smoothly without any interference. 
e. Access to the network server can only be done by the admin to reduce the potential threat of viruses 
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